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# Item Time Presenter

Welcome and Introductions (10 min)

Fraud Landscape (1.15 hours)

1. Emerging Fraud Trends 13:10 – 13:35 Greg Truter

2 Fraud Risk Management Frameworks and Tools 13:35 – 14:00 Manuel Caldeira

3 Cybersecurity, Financial Reporting and Audit 14:00  - 14:25 Lucien Pierce

Q&A (10 minutes)

Comfort Break (10 min)

Fraud in Practice (50 minutes)

4 Employee Fraud 14:45 – 15:10 Abdullah Seedat

5 Conversation with a whistleblower 15:10 – 15:35 Ronèl van Wyk & Runya Makanza

Q&A (10 min)

Webinar Conclusion (5 min)
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Fraud Landscape 1 : Emerging Fraud Trends presented by Greg Truter

Position: PwC Partner in forensic services.

Experience: Over 22 years of experience, 
specialising in forensic investigations, accounting 
litigation support, alternative dispute resolution, 
claim reviews and preparation.

Qualifications: CA(SA), Registered Auditor, and 
Commercial Forensic Practitioner.

Client Base: His experience spans from large 
multinational corporate entities and public sector 
clients to smaller family-run businesses.  

Global Perspective: Greg’s involvement in multiple 
high-profile matters allows him to bring a global 
perspective to his broad client base.
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By the numbers
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Leading Practice Interviews

1 Fraud: 55% report that procurement fraud is a

widespread concern in their country, yet a 

minority are using available tools to identify or 

combat it. Nearly 20% do not use data analytics in 

any way to identify procurement fraud, and just 

26% are leveraging data analytics to identify 

unusual bid patterns

.

2 Corruption: 81% believe government efforts to

enforce anti-corruption laws are becoming more 

robust or remaining steady in the countries in 

which they operate. While 77% are confident 

their compliance programmes can mitigate 

emerging risks, it is worrying that 42% of 

companies either don’t have a third-party risk 

management programme or don’t do any form of 

risk scoring as part of their programme.

In all its forms, fraud 

remains a persistent 

challenge.

41% Global    

46%  Africa

Source: PwC’s Global Economic Crime Survey 2024

Q1. Percentage of organisations 

experiencing economic crime over 

the last 24 months
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Where is this happening?

Source: ACFE 2024 Global Report to the Nations

Source: PwC’s Global Economic Crime Survey 2024



Not all fraud is equal
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Source: ACFE 2024 Global Report to the Nations

What is happening?
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Source: ACFE 2024 Global Report to the Nations

What is happening?
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Insights from leading practitioners
Our Leading Practice Interviewees had further recommendations, including:

What is happening?
Q3. What types of fraud, corruption or other economic crime has your organization 

experienced in the last 24 months?

Source: PwC’s Global Economic Crime Survey 2024

Material: qualitative / 

quantitative

Non-compliance: direct/ 

indirect



PwC 13 

PwC’s Global Economic 

Crime Survey 2024

In today’s global, interconnected environment, 

economic crime is a pervasive challenge. Geopolitical 

pressures heighten sanctions and export controls 

risks. Exposure to bribery and corruption risks 

expands as global companies enter new markets

in search of growth. There is increased public and 

regulatory scrutiny regarding use of forced labour 

and other environmental, social and governance 

(ESG) responsibilities—not just in companies but 

anywhere in the supply chains that support them. 

And, as the mergers and acquisitions market 

strengthens, acquirers can be exposed to potential 

liabilities associated with illegal acts hidden in their 

new assets. Economic crime risk is more complex 

than ever before—and it is far more challenging to 

both create value and protect it.

In parallel, governments around the world are 

signalling their rising expectations that companies 

do their part to prevent economic crime and

more fully disclose its consequences. Regulatory 

enforcement and cross-border cooperation

amongst law enforcement agencies are increasing in

an effort to combat bad actors and the devastating

impact their actions can have on individuals,

businesses and economies.

It is against this backdrop that the PwC Forensics 

practice embarked on its Global Economic Crime 

Survey, the latest in a series of studies dating back 

more than 20 years. In our research, conducted 

between January and March 2024, PwC surveyed 

nearly 2,500 companies across 63 territories. Two-

thirds of respondents were C-suite executives—

including 450 General Counsel, Chief Compliance 

Officers and Chief Audit Executives—and 40%

were from companies with revenues greater than 

US$1 billion. We also conducted over 45 interviews 

with senior executives from major corporations 

around the world to discuss their leading practices. 

This body of research gave us a unique lens on how 

today’s boards and business leaders are

addressing the economic crime risks their

organisations are navigating daily.

Risks are inevitable. It’s whether a company takes, and

mitigates, risks intelligently to grow and thrive that sets

leaders apart.

02

Source: PwC’s Global Economic Crime Survey 2024

What is happening?
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What is happening?



Not all fraud has an equal 
impact
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Source: ACFE 2024 Global Report to the Nations

How and who?

Source: PwC’s Global Economic Crime Survey 2022
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Source: ACFE 2024 Global Report to the Nations

How and who?



PwC 18 
Source: ACFE 2024 Global Report to the Nations

How and who?
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Source: ACFE 2024 Global Report to the Nations

How and who?
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Source: ACFE 2024 Global Report to the Nations

How and who?



So what do we do about it?

4
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Insights from leading practitioners
Our Leading Practice Interviewees had further recommendations, including:

Encourage a speak up culture. 

When the company’s contracts with 

suppliers are technically complex,

the possibility of request for proposal

manipulation and bid rigging is elevated. 

Whistleblowers are often critical to 

uncovering misconduct.

Maintain a robust COI policy.
A well-defined conflict of interest (COI) 

policy is essential, as is regular training

on that policy. Some of our interview 

respondents ask staff to complete both a 

pre-employment COI questionnaire and

a post-employment certification, which

together raise awareness of the risk and

can increase the number of reported

matters.

Break down silos.

Avoiding internal silos is important.
The Compliance function needs to secure

buy-in from procurement on a risk-based

approach to third parties, including

due diligence ahead of onboarding, 

onsite audits where appropriate and

re-screening of legacy vendors. Internal 

Audit is another key partner, and while its 

risk metrics may differ from Compliance, 

the two functions need to team closely 

and have access to the other’s data 

analytics and related dashboards.

Explore AI and GenAI use cases. 

Artificial Intelligence (AI) and Generative 

AI (GenAI), in combination with advanced

analytics and automation, can contribute

to better contract lifecycle management

and assist in identifying procurement-

related risks through enhanced monitoring.

Strengthen defences.
Technology is unfortunately part of the 

problem too. Criminal organisations, some 

of our interviewees explained, are using AI 

to create fake invoices and to impersonate 

senior executives as part of spearfishing 

attacks. Other respondents emphasised 

the role played by employees in facilitating 

procurement fraud and advocated that 

these risks be addressed as part of the 

company’s insider threat programme.

Continuous monitoring of employee emails,

where legal and feasible, was mentioned

by several executives.

Fraud

While data to support fraud prevention and detection 

efforts is often plentiful and enterprise resource 

planning (ERP) systems reinforce good hygiene, 

technology isn’t solely a force for good. In the hands 

of criminals, advanced technology also enables 

sophisticated efforts to perpetrate fraud.

Global 
07

Leverage predictive analytics.
Take steps to explore the use of AI to 

produce next-level predictive analytics, 

utilising disparate sources of data from 

within the company (e.g., gifts and 

entertainment spending, whistleblower 

hotline activity, human resources reviews) 

and about external parties (e.g., changes in 

use of suppliers or channel partners) that may 

identify business units or geographies at 

higher-risk.

Source: PwC’s Global Economic Crime Survey 2024
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Across all of the risk areas surveyed, three 

common themes emerged as actions that could 

improve risk management and compliance: 

strengthening risk assessments, improving

third-party risk management practices, and better 

leveraging data and analytics on behalf of 

compliance and investigations.

Stay alert to conflicts of interest. 

Companies should be alert to the fact that 

trade compliance violations can start with 

conflicts of interest, including receiving 

personal benefits from parties and/or 

individuals in sanctioned countries.

Conduct crisis simulations.
Boards should encourage

management to conduct crisis

simulations focusing on geopolitical

scenarios and, where

applicable, potential for countersanctions 

from other countries. It is important to

apply the lessons learned to the company’s 

export controls and sanctions compliance 

programme and its broader business 

continuity plans.

Use sales data to identify diversion. 

Companies need to intensify their efforts 

to leverage sales data to identify possible 

instances of diversion to sanctioned 

countries by third parties in neighbouring 

countries. Identifying specific products 

that are likely to be of higher value to the 

sanctioned countries may help focus the 

company’s data analytics efforts.

Conduct employee surveys

Brief annual employee surveys focusing 

on ethics and compliance can provide 

useful additional data points to inform 

other risk management activities. 

Embedding these short surveys into 

annual compliance training can increase 

participation rates.

Monitor social media.
Companies that produce physical, branded

products should monitor social media for

images of its products being used in

sanctioned countries.

Benchmark your 

compliance programme.

Periodically undertake compliance programme 

assessments designed to benchmark existing 

programmes against regulatory expectations 

and peer best practices.

Source: PwC’s Global Economic Crime Survey 2024

Insights from leading practitioners
Our Leading Practice Interviewees had further recommendations, including:
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Thank you
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member firms nor can it control the exercise of their professional judgment or bind them in any way. No member firm is responsible or liable for the acts or omissions of 

any other member firm nor can it control the exercise of another member firm’s professional judgment or bind another member firm or PwCIL in any way.
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Fraud Landscape 2: Fraud Risk Management Frameworks and Tools presented by Manuel Caldeira

Position: Associate Partner in EY’s Forensics & Integrity 
Services division in Sandton.

Qualifications: CA(SA), Certified Fraud Examiner (CFE), 
and Certified Anti-Money Laundering Specialist 
(CAMS).

Experience: Over 25 years of experience in audit and 
consulting, dedicated the last 12 years to forensic 
services, honing his expertise in financial crime and 
fraud risk management.

Mission-Driven: Manuel is driven by EY’s mission to 
build a better working world. He strives to create an 
environment free from the devastating effects caused 
by financial crime, not only for EY’s clients but also for 
all future generations in Africa.
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Learning objectives

1. Why is Fraud Risk Management important?

2. What fraud guidance is available from IRBA

How to evaluate Fraud Risk Management Maturity:

3. Association of Certified Fraud Examiners: Fraud Resources

4. The COSO Fraud Risk Management Guide

5. ACFE Fraud Risk Management Scorecards 

Page 28 ey-gl-global-integrity-report-05-2024.pdf

https://www.ey.com/content/dam/ey-unified-site/ey-com/en-gl/insights/forensic-integrity-services/documents/ey-gl-global-integrity-report-05-2024.pdf


1. Why is Fraud Risk Management important 

6 August 2024 The IRBA Indaba – Fraud Risk AssessmentPage 29

• Once upon a time…

• An audit client was losing millions per month due to fraud related losses

• Management could not understand this as they had put in very expensive fraud 
tools to prevent and detect the fraud events and had many people running around 
responding to the detected Fraud events

• The auditors wanted to better understand managements capability of preventing 
and detecting fraud so as part of their response to Fraud Risk carried out a Fraud 
Risk Management Maturity Assessment with the support of their Forensics team. 
This identified several FRM process gaps to international best practices including lack 
of regular Fraud Risk Assessments by some of the business units where fraud losses 
were increasing

• The management of the business units disputed these findings, but auditors shared 
these findings with those charged with governance who by now had serious 
concerns related to the increasing significant fraud events

• At year end, fraud losses increased considerably and the audit committee instead of 
questioning the auditors why they had not picked this up, asked management why 
they had not taken the audit recommendations seriously

• Management addressed the findings raised by the audit team in the following year 
and with improved Fraud Risk Management in place, fraud losses began to drop due 
to the regular Fraud Risk Assessment helping the client identify emerging fraud risks 
and then updated fraud controls to prevent and detect these in a timely manner



2. IRBA Fraud Guidance – a closer look at What guidance is available

6 August 2024 The IRBA Indaba – Fraud Risk AssessmentPage 30

Link: Fraud Guidance - IRBA

Are those charged with 
governance and management 
capable of preventing and 
detecting fraud? 

Do auditors know which 
questions to ask? 

Is there an international 
framework that auditors can 
use? 

https://www.irba.co.za/guidance-for-ras/technical-guidance-for-ras/staff-practice-alerts/fraud-guidance


3. Association of Certified Fraud Examiners: Fraud Resources (How) 

6 August 2024 The IRBA Indaba – Fraud Risk AssessmentPage 31

Link: Fraud Resources (acfe.com)
Source: 2024 ACFE Report to the Nations

https://www.acfe.com/fraud-resources.aspx
https://legacy.acfe.com/report-to-the-nations/2024/


4. The COSO Fraud Risk Management Guide 

6 August 2024 The IRBA Indaba – Fraud Risk AssessmentPage 32

Source link:  https://www.acfe.com/fraud-resources/fraud-risk-tools---coso/fraud-risk-management-guide/

https://www.acfe.com/fraud-resources/fraud-risk-tools---coso/fraud-risk-management-guide/


4.1. The COSO Fraud Risk Management Guide – Fraud Risk Assessment overview

6 August 2024 The IRBA Indaba – Fraud Risk AssessmentPage 33

Source: coso-fraud-risk-management-guide-second-edition-executive-summary.pdf (acfe.com)

https://www.acfe.com/-/media/files/acfe/pdfs/fraud-risk-tools/coso-fraud-risk-management-guide-second-edition-executive-summary.pdf


4.2. COSO Fraud Risk Management Guide – 5 Principles of FRM

6 August 2024 The IRBA Indaba – Fraud Risk AssessmentPage 34

Source: coso-fraud-risk-management-guide-second-edition-executive-summary.pdf (acfe.com)

https://www.acfe.com/-/media/files/acfe/pdfs/fraud-risk-tools/coso-fraud-risk-management-guide-second-edition-executive-summary.pdf


4.2. COSO Fraud Risk Management Guide – 5 Principles of FRM (continued)
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Source: coso-fraud-risk-management-guide-second-edition-executive-summary.pdf (acfe.com)

https://www.acfe.com/-/media/files/acfe/pdfs/fraud-risk-tools/coso-fraud-risk-management-guide-second-edition-executive-summary.pdf


5. ACFE Fraud Risk Management Scorecards 

6 August 2024 The IRBA Indaba – Fraud Risk AssessmentPage 36

Source: Fraud Risk Tools (acfe.com)

https://legacy.acfe.com/coso-scorecard-home.aspx


EY |  Assurance | Tax | Transactions | Advisory

About EY
EY is a global leader in assurance, tax, transaction and advisory 
services. The insights and quality services we deliver help build trust 
and confidence in the capital markets and in economies the world 
over. We develop outstanding leaders who team to deliver on our 
promises to all of our stakeholders. In so doing, we play a critical 
role in building a better working world for our people, for our 
clients and for our communities.

EY refers to the global organization, and may refer to one or more, 
of the member firms of Ernst & Young Global Limited, each of which 
is a separate legal entity. Ernst & Young Global Limited, a UK 
company limited by guarantee, does not provide services to clients. 
Information about how EY collects and uses personal data and a 
description of the rights individuals have under data protection 
legislation are available via ey.com/privacy. For more information 
about our organization, please visit ey.com.

© 2024 EYGM Limited.
All Rights Reserved.

This material has been prepared for general informational purposes only and 
is not intended to be relied upon as accounting, tax or other professional 
advice. Please refer to your advisors for specific advice.

ey.com

Thank You



Fraud Landscape 3: Cybersecurity, Financial Reporting and Audit presented by Lucien Pierce

Position: Director at PPM Attorneys           

Advisory Role: Lucien advises both state and private clients 
on information security matters, including compliance with 
data protection regulations and appropriate responses to 
data breaches.

Specialised Expertise: 

- Information Technology Outsourcing and E-commerce

- Telecommunications and Broadcasting Regulatory Law

- Intellectual Property Issues

- Corporate Governance

Legal Knowledge: Lucien is well-versed in the legal aspects 
of information security, particularly data protection and 
privacy.
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Cybersecurity, Financial Reporting and Audit
The IRBA Indaba, 6th August 2024



Why report cyber-risks in financials?

2023

ZAR49.45m 

2024 

ZAR53.10m

40

Cost of a Data Breach Report, 2024



What are cyber-risks? 

41

Data breach

Ransomware

Critical infrastructure

Business email compromise

Emerging technology risks



Why does it matter to auditors? 

ISA 250(Revised)(6)(b)

Consideration of Laws and Regulations in an Audit of Financial 
Statements

“Other laws and regulations that do not have a direct effect on 
the determination of the amounts and disclosures in the 
financial statements, but compliance with which may be 
fundamental to the operating aspects of the business, to an 
entity’s ability to continue its business, or to avoid material 
penalties…non-compliance with such laws and regulations may 
therefore have a material effect on the financial statements…”

42



Cyber-related laws & regulations

43

Prudential Authority (SARB) – Directive on Cloud Computing and Offshoring of Data

Joint Standard 2 of 2024 – Cybersecurity and cyber-resilience

The Banks Act, 1990

The Financial Sector Regulation Act, 2017

Protection of Personal Information Act, 2013

Critical Infrastructure Protection Act, 2019

Cybercrimes Act, 2020

National Cloud & Data Policy, 2024

Next Generation Radio Frequency Spectrum Policy, 2024 



Case studies on cyber-related risks 

ENS and PSG;

SA Post Office

Department of Public Works

SolarWinds; 

CrowdStrike; and

Emerging technologies like artificial intelligence

44



Thank you!
• Any questions?
• Follow us on our social media pages to learn more about cybersecurity, 

data privacy and technology law developments in South Africa 

45

X

LinkedIn

Facebook

YouTube



Q&A Part 1



We will recommence at 14:45 

Tea / Comfort Break
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