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Welcome and Introductions (10 min)

Fraud Landscape (1.15 hours)

1. Emerging Fraud Trends 13:10-13:35 Greg Truter
2 Fraud Risk Management Frameworks and Tools 13:35-14:00 Manuel Caldeira
3 Cybersecurity, Financial Reporting and Audit 14:00 - 14:25 Lucien Pierce

Q&A (10 minutes)

Comfort Break (10 min)

Fraud in Practice (50 minutes)

4 Employee Fraud 14:45 - 15:10 Abdullah Seedat
5 Conversation with a whistleblower 15:10 — 15:35 Ronel van Wyk & Runya Makanza
Q&A (10 min)

Webinar Conclusion (5 min)



Fraud Landscape 1 : Emerging Fraud Trends presented by Greg Truter

Position: PwC Partner in forensic services.

Experience: Over 22 years of experience,
specialising in forensic investigations, accounting
litigation support, alternative dispute resolution,
claim reviews and preparation.

Qualifications: CA(SA), Registered Auditor, and
Commercial Forensic Practitioner.

Client Base: His experience spans from large
multinational corporate entities and public sector
clients to smaller family-run businesses.

Global Perspective: Greg’s involvement in multiple
high-profile matters allows him to bring a global

perspective to his broad client base.
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By the numbers




Q1. Percentage of organisations
experiencing economic crime over
the last 24 months

41% .o

469% ..



= Where is this happening?

R

FIG. 20 WHAT TYPES OF ORGANIZATIONS ARE VICTIMIZED BY OCCUPATIONAL FRAUD?
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g What is happening?

FIG. 97 WHAT ARE THE MOST COMMON OCCUPATIONAL FRAUD

FIG. 98 HOW IS OCCUPATIONAL FRAUD INITIALLY DETECTED IN

SCHEMES IN SUB-SAHARAN AFRICA?
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FIG. 99 WHAT ANTI-FRAUD CONTROLS ARE THE MOST COMMON IN
SUB-SAHARAN AFRICA?

Control

Percent of cases

External audit of financial statements a0%

Internal audit department 88%

Code of conduct 85%

Management certification of financial statements 82%

External audit of internal controls over financial reporting 74%

Independent audit committee 13%

Hotline T0%

Management review 67%

Anti-fraud policy 63%

Fraud training for employees 63% , ¥
Fraud training for managers/executives 60% e
Dedicated fraud department, function, or team 53%

Employee support programs 50%

Formal fraud risk assessments 47%

Surprise audits 44%

Proactive data monitoring/analysis 39%

Job rotation'mandatory vacation 23%

Rewards for whistleblowers 13%
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FIG. 97 WHAT ARE THE MOST COMMON OCCUPATIONAL FRAUD

FIG. 98 HOW IS OCCUPATIONAL FRAUD INITIALLY DETECTED IN
SUB-SAHARAN AFRICA? FIG. 99 WHAT ANTI-FRAUD CONTROLS ARE THE MOST COMMON IN

SCHEMES IN SUB-SAHARAN AFRICA?
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g What is happening?

Q3. What types of fraud, corruption or other economic crime has your organization

experienced in the last 24 months?

/\ Cybercrime

Customer fraud
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Asset misappropriation
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Supply chain fraud

/\ Deceptive business practices
/N\ Human resources fraud
Intellectual property theft
Accounting / Financial Statement Fraud
/\ Anti-competitive practices
/\ Insider / unauthorised trading
Tax fraud

/\ ESG reporting fraud

Government relief fraud
PwC
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What is happening?

. Economic crime risk is more complex
than ever before—and it is far more challenging to
both create value and protect it.

In parallel, governments around the world are
signalling their rising expectations that companies
do their part to prevent economic crime and

more fully disclose its consequences.

PwC'’s Global Economic
Crime Survey 2024

In today’s global, interconnected environment,
economic crime is a pervasive challenge. Geopolitical
pressures heighten sanctions and export controls
risks. Exposure to bribery and corruption risks
expands as global companies enter new markets
in search of growth. There is increased public and
regulatory scrutiny regarding use of forced labour
and other environmental, social and governance
(ESG) responsibilities—not just in companies but
anywhere in the supply chains that support them.

nd, as the mergers and acquisitions market
susothens, acquirers can be exposed to potential
liabilitie > ~ssociated with illegal acts hidden in their
new assets. “conomic crime risk is more complex
than ever before—and it is far more challenging to
both create value and protect it.

In parallel, governments around the world are
signalling their rising expectations that companies
do their part to prevent economic crime and

more fully disclose its consequences. Regulatory
enforcement and cross-border cooperation
amongst law enforcement agencies are increasing in
an effort to combat bad actors and the devastating
impact their actions can have on individuals,
businesses and economies.

Risks are inevitable. It’s whether a company takes, and
mitigates, risks intelligently to grow and thrive that sets
leaders apart.

It is against this backdrop that the PwC Forensics
practice embarked on its Global Economic Crime
Survey, the latest in a series of studies dating back
more than 20 years. In our research, conducted
between January and March 2024, PwC surveyed
nearly 2,500 companies across 63 territories. Two-
thirds of respondents were C-suite executives—
including 450 General Counsel, Chief Compliance
Officers and Chief Audit Executives—and 40%

were from companies with revenues greater than
US$1 billion. We also conducted over 45 interviews
with senior executives from major corporations
around the world to discuss their leading practices.
This body of research gave us a unique lens on how
today’s boards and business leaders are
addressing the economic crime risks their
organisations are navigating daily.
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FI6. 10 HOW DO DCCUPATIONAL FRAUDSTERS CONGEAL THEIR SCHEMES?

Financial
fraud
st s cocmess [
. Asset_ . or files %
misappropriation
Destroyed or withheld physical documents _ 235
Created fraudulent transactions in the _ 19%
accounting system
Deleted or withheld electronic _ 19%
documents or files
Altered transactions in the accounting _ 18%
Asset misappropriation only ® % system

) - ) Deleted itted tions in th
Asset misappropriation and corruption ® 35% Eielea oromite aﬁ%ﬁ,ﬁingﬁgt@: _ 13%
Corruption only 10% No concealment method _ 1%
Corruption, asset misappropriation, and financial statement fraud ® v
over [N 0%

Asset misappropriation and financial statement fraud ® 1y

Created fravdulent journal entries 0%
Financial statement fraud only 1% -
Corruption and financial statement fraud <1% Forced or altered account reconciliations - Fh

Forced or altered account balances in
the accounting system - 8%
Altered journal entries - %

Delated or omitted journal entries - b%
PWC Source: ACFE 2024 Global Report to the Nations
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g How and who?

MORE THAN HALF of all cases
came from these five departments:

«( 4% ) Operations 14%

FI6. 2 HOW IS DCCUPATIONAL FRAUD COMMITTED?
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Top external
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Median loss Main perpetrator of the most disruptive or serious Customer
fraud experienced 2 6 %
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0 O '|/'I O o Hacker
24%
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external actors 3 199,
% 31% 26%
43% 0 0
(419% in 2020) (38% in 2020) {21% in 2020)
PwC 16
Source: PwC’s Glabal Ecopomic Crime Survey 2022




g How and who?

FIG. 40 HOW DOES THE PERPETRATOR'S LEVEL OF AUTHORITY RELATE TO OCCUPATIONAL FRAUD?

$500.000 FIG. 42 HOW DOES THE PERPETRATOR'S TENURE RELATE TO OCCUPATIONAL FRAUD?
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g How and who?

FIG. 50 HOW DOES THE NUMBER OF PERPETRATORS IN A SCHEME RELATE T0 OCCUPATIONAL FRAUD?

FIG. 49 HOW DOES THE PERPETRATOR'S EDUCATION LEVEL RELATE T0 OCCUPATIONAL FRAUD?
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= How and who?

HOW IS OCCUPATIONAL FRAUD INITIALLY DETECTED?

o I
—_— ~T Internal audit _ 14%

Management review _ 13%
WHO REPORTS OCCUPATIONAL FRAUD?
Document examination - 6%

Account reconciliation - 5% Employee _ 92%
Customer - 21%
By accident - 9%

Anonymous - 15%

External audit . 3% Vendor - 1%
Automated transaction/data monitoring . 3% Other . 1%
Shareholder/owner I 1%
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l 2% Source: ACFE 2024 Global Report to the Nations
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g How and who?

FIG. 17 TO WHOM DID WHISTLEBLOWERS INITIALLY REPORT?

Direct supervisor 29%
. FIG. 18 WHICH PARTIES WERE ALERTED TO THE FRAUD AFTER IT WAS DISCOVERED?
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Internal audit 14%
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Ly
F Coworker B% Legalandior compliance (ntern!) || 22
. Board of audit committee 8% specialist (external)
{ ‘E'l ’ .
; Law enforcement or regulator R4 Law enforcement _ 29%

E’ Owner 4% Independent audit committes _ 15%;
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Insights from leading practitioners

When the company’s contracts with
suppliers are technically complex,

the possibility of request for proposal
manipulation and bid rigging is elevated.
Whistleblowers are often critical to
uncovering misconduct.

A well-defined conflict of interest (COIl)
policy is essential, as is regular training
on that policy. Some of our interview
respondents ask staff to complete both a
pre-employment COI questionnaire and
a post-employment certification, which
together raise awareness of the risk and
can increase the number of reported
matters.

Avoiding internal silos is important.

The Compliance function needs to secure
buy-in from procurement on a risk-based
approach to third parties, including

due diligence ahead of onboarding,

onsite audits where appropriate and
re-screening of legacy vendors. Internal
Audit is another key partner, and while its
risk metrics may differ from Compliance,
the two functions need to team closely
and have access to the other’s data
analytics and related dashboards.

Take steps to explore the use of Al to
produce next-level predictive analytics,
utilising disparate sources of data from
within the company (e.g., gifts and
entertainment spending, whistleblower
hotline activity, human resources reviews)
and about external parties (e.g.,changes in
use of suppliers or channel partners) that may
identify business units or geographies at
higher-risk.

Our Leading Practice Interviewees had further recommendations, including: ¢

Artificial Intelligence (Al) and Generative
Al (GenAl), in combination with advanced
analytics and automation, can contribute
to better contract lifecycle management
and assist in identifying procurement-
related risks through enhanced monitoring.

Technology is unfortunately part of the
problem too. Criminal organisations, some
of our interviewees explained, are using Al
to create fake invoices and to impersonate
senior executives as part of spearfishing
attacks. Other respondents emphasised
the role played by employees in facilitating
procurement fraud and advocated that
these risks be addressed as part of the
company’s insider threat programme.
Continuous monitoring of employee emails,
where legal and feasible, was mentioned
by several executives.

While data to support fraud prevention and detection
efforts is often plentiful and enterprise resource
planning (ERP) systems reinforce good hygiene,
technology isn’t solely aforce for good. In the hands
of criminals, advanced technology also enables
sophisticated efforts to perpetrate fraud.

e




Insights fro

Our Leading Practice Interviewees had further

m leading practitioners

recommendations, including:
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Stay alert to conflicts of interest.
Companies should be alert to the fact that
trade compliance violations can start with
conflicts of interest, including receiving
personal benefits from parties and/or
individuals in sanctioned countries.

Conduct crisis simulations.

Boards should encourage

management to conduct crisis
simulations focusing on geopolitical
scenarios and, where

applicable, potential for countersanctions
from other countries. It is important to
apply the lessons learned to the company’s
export controls and sanctions compliance
programme and its broader business
continuity plans.

Use sales data to identify diversion.
Companies need to intensify their efforts
to leverage sales data to identify possible
instances of diversion to sanctioned
countries by third parties in neighbouring
countries. Identifying specific products
that are likely to be of higher value to the
sanctioned countries may help focus the
company’s data analytics efforts.

Conduct employee surveys

Brief annual employee surveys focusing
on ethics and compliance can provide
useful additional data points to inform
other risk management activities.
Embedding these short surveys into
annual compliance training can increase
participation rates.

dllhy
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Monitor social media.

Companies that produce physical, branded
products should monitor social media for
images of its products being used in
sanctioned countries.

Benchmark your
compliance programme.

Periodically undertake compliance programme
assessments designed to benchmark existing :
programmes against regulatory expectations -
and peer best practices.

Across all of the risk areas surveyed, three
common themes emerged as actions that could
improve risk management and compliance:
strengthening risk assessments, improving
third-party risk management practices, and better

leveraging data and analytics on behalf of
compliance and investigations.




Where to from here

Here are questions to ask yourself and your team—before your board or regulators ask you:

Is your board adequately engaged on your issues?

Sustaining strong board interest, especially after a high-profile investigation or regulatory matter has concluded, can
be a challenge. Emerging issues like the need to comprehensively map your supply chain to better deal with the risk of
forced labour can struggle to get time on a crowded meeting agenda. Issue-specific briefings for select directors can
help. Refreshed data visualisations of key risk management data are worth exploring.

Does your risk appetite match that of your CEO?

With earlier and more proactive strategic engagement with your CEO, the risk function can help close the disconnect

with senior leadership that can sometimes exist. See PwC's recent Global Risk Survey and Global Internal Audit Study

for more information.

Are your risk assessments overdue for an assessment of their own?

It's time for a fresh look at geopolitical risk assumptions, new regulatory obligations and cross-border enforcement trends.

PwC

Will better visibility, inside and outside your company, to past incidents of employee misconduct, and
your efforts to hold people accountable and mitigate the risk of future problems, help deter aberrational
behaviour today?

More frequent, short surveys of employees on matters relating to ethics and compliance can provide useful data points
for the second and third lines of defence. Benchmarking your communications strategy against the leaders, including
firms outside your industry, is a worthwhile exercise.

Are the investigation capabilities at your disposal going to establish the facts as quickly as you need them?

Upskilling the data analytics and Al capabilities of your team, including the tools they utilise, is a sound investment.
Critical decisions—whether about the veracity of a whistleblower or the benefits of self-reporting—are informed by
the quality of the data analysis.

Are you measuring fraud losses adequately and getting to root causes?

Perhaps a wider perspective is required to be more confident that similar risks aren't lurking in other parts of the business.

Is your third-party risk management approach up to the challenge?

You may have access to the data you need today, but the data you want is a different story. Stronger teaming
between Compliance, Internal Audit and Procurement could secure the data lake and analytics capabilities you need
to unlock compliance insights.

Source: PwC’s Global Economic Crime Survey 2024
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Fraud Landscape 2: Fraud Risk Management Frameworks and Tools presented by Manuel Caldeira

Position: Associate Partner in EY’s Forensics & Integrity
Services division in Sandton.

Qualifications: CA(SA), Certified Fraud Examiner (CFE),
and Certified Anti-Money Laundering Specialist
(CAMS).

Experience: Over 25 years of experience in audit and
consulting, dedicated the last 12 years to forensic

services, honing his expertise in financial crime and
fraud risk management.

Mission-Driven: Manuel is driven by EY’s mission to
build a better working world. He strives to create an
environment free from the devastating effects caused
by financial crime, not only for EY’s clients but also for
all future generations in Africa.
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Learning objectives

‘survive withoutl§

Why taking the human-cenfé

approach empowers an@thic

*  Opportunity: Pressure:

Work reduction, remote work, Market pressures due to poor
management override and financial performance, personal
workarounds, management pressure, g,g, lower household
structure flattened Opportunity Pressure income

1. Why is Fraud Risk Management important?

The fraud
triangle

2. What fraud guidance is available from IRBA

HOW to evaluate Fraud Risk Management Maturity:

Rationalization:
Justify actions in a
way that feels
acceptable  e.g.'l
need it more than they
do

3. Association of Certified Fraud Examiners: Fraud Resources

4. The COSO Fraud Risk Management Guide

5. ACFE Fraud Risk Management Scorecards Willingness to act without integrity appears

to be on the rise.

Nearly four out of 10 (38%) global respondents admit
they'd be prepared to behave unethically in one or
more ways to improve their own career progression or
remuneration = more than one and a half times higher
than the findings in our last report.

-
EY

Page 28


https://www.ey.com/content/dam/ey-unified-site/ey-com/en-gl/insights/forensic-integrity-services/documents/ey-gl-global-integrity-report-05-2024.pdf

1. Why is Fraud Risk Management important

Once upon a time...

Page 29

An audit client was losing millions per month due to fraud related losses

Management could not understand this as they had put in very expensive fraud
tools to prevent and detect the fraud events and had many people running around
responding to the detected Fraud events

The auditors wanted to better understand managements capability of preventing m

and detecting fraud so as part of their response to Fraud Risk carried out a Fraud .

Risk Management Maturity Assessment with the support of their Forensics team. it i fwﬁve&t
This identified several FRM process gaps to international best practices including lack Eﬁﬁfmﬁ% :rm,%‘;:g}fﬁf{:.

or illegal conduct

of regular Fraud Risk Assessments by some of the business units where fraud losses
were increasing

The management of the business units disputed these findings, but auditors shared
these findings with those charged with governance who by now had serious

concerns related to the increasing significant fraud events . Detect
At year end, fraud losses increased considerably and the audit committee instead of | o st

guestioning the auditors why they had not picked this up, asked management why
they had not taken the audit recommendations seriously

Management addressed the findings raised by the audit team in the following year
and with improved Fraud Risk Management in place, fraud losses began to drop due
to the regular Fraud Risk Assessment helping the client identify emerging fraud risks
and then updated fraud controls to prevent and detect these in a timely manner

6 August 2024 The IRBA Indaba — Fraud Risk Assessment EY



2. IRBA Fraud Guidance — a closer look at What guidance is available

= w m FRAUD PREVENTION TIP-OFF WHISTLEBLOWING: CALL 0800 212 208 MANUAL OF INFORMATION @ Login & Q

Home AboutUs Guidance for RAs Library BecomeanRA FindanRA Registry News & Events .
INTEGRITY | PUBLIC INTEREST 1 AUDIT QUALITY

IRBA STAFF AUDIT PRACTICE ALERT 4: A SOUTH AFRICAN PERSPECTIVE ON THE

AUDITOR’S CONSIDERATIONS RELATING TO FRAUD

IMPLEMENTATION GUIDANCE TO RESPOND TO THE RISKS OF MATERIAL
MISSTATEMENTS DUE TO FRAUD

1. The implementation guidance contained in this IRBA Staff Audit Practice Alert includes the
following key themes:

« The primary responsibility for the prevention and detection of fraud rests with those
charged with governance of the entity and management;

Are those charged with
governance and management
Home » Guidance for RAs » capable of preventing and
detecting fraud?

IFRS 9 and ISA 720 .
and! Fraud Guidance

Fraud . .
d, which have e ly and locally. The esin tion that Do auditors know which

ve on the Auditor's Considerations Relating to questions to ask?

Is there an international
framework that auditors can

use?
Link: Fraud Guidance - IRBA

et

Page 30 6 August 2024 The IRBA Indaba — Fraud Risk Assessment EY


https://www.irba.co.za/guidance-for-ras/technical-guidance-for-ras/staff-practice-alerts/fraud-guidance

3. Association of Certified Fraud Examiners: Fraud Resources (How)

e

Membership v

CFE Credential v

Together, Reducing Fraud Worldwide

Fraud Resources

Curated and created for anti-fraud professionals, find the latest
news, trends, analysis, topics and reports in these ACFE resources

aalllind £ IXI=

Fraud Resources Library Vv

Featured Resourc

OCCUPATIONAL FRAUD 2024;
A REPORT TO
THE NATIONS

Occupational Fraud 2024: —
A Report to the Nations

The 13th edition of the world's largest study on
occupational fraud analyzes 1,921 actual cases,
providing updated guidance and new findings from
fraud schemes that likely occurred at the height of
the COVID-19 pandemic.

Page 31

2024 ANTI-FRAUD TECHNOLOGY

Anti-Fraud Technology
Benchmarking Report

Developed in partnership with SAS, this report
explores emerging trends and aids in assessing the
effectiveness of anti-fraud technology toolkits and
planning for future technology-related budgets and
resources.

The IRBA Indaba — Fraud Risk Assessment

Community v

About the ACFE

Training, Events and Products v

The Fraud Risk
Management Guide

To provide best-practices guidance for assessing
and managing fraud risks, the Committee of
Sponsoring Organizations of the Treadway
Commission (COSO) partnered with the Association
of Certifled Fraud Examiners (ACFE) to create the
Fraud Risk Management Guide.

FIG. 13 HOW IS OCCUPATIONAL FRAUD INITIALLY DETECTED?

Tip
Internal audit _ 14%
Management review _ 13%
Document examination - 6%
Account reconciliation - 5%

By accident - 5%
External audit . 3%

Automated transaction/data monitoring . 3%

Surveillance/monitoring l 2%
Other . 2%

Notification b . 0
law enforcemen){ 2%

Confession I 1%

MUHE THAN HALF OF OCCUPATIONAL FRAUDS OCCUR DUE TO LACK OF

INTERNAL CONTROLS OR AN OVERRIDE OF EXISTING INTERNAL CONTROLS.

LACK OF INTERNAL
CONTROLS (32%)

OVERRIDE OF EXISTING
CONTROLS (19%)

FIG. 14 WHO REPORTS OCCUPATIONAL FRAUD?

Employee 52%
Customer
Anonymous
Vendor
Other
Shareholder/owner

Competitor

BENCHMARK YOUR
ORGANIZATION

Compare your
organization's fraud risks
by industry, region and
size. Benchmark your anti-
fraud efforts against similar
organizations and against
the most effective
methods for reducing

fraud losses.


https://www.acfe.com/fraud-resources.aspx
https://legacy.acfe.com/report-to-the-nations/2024/

4. The COSO Fraud Risk Management Guide

R
Ul

The Fraud Risk Management Guide

To provide best-practices guidance for assessing and managing fraud risks, the
Committee of Sponsoring Organizations of the Treadway Commission (COSO)
partnered with the Association of Certifled Fraud Examiners (ACFE) to create the
Fraud Risk Management Guide. The report is designed to aid organizations in
effectively establishing a comprehensive fraud risk management program. It
specifically identifles how they can:

Establish fraud risk governance policies

Perform fraud risk assessments

Design and deploy fraud prevention and detection control activities

Conduct fraud investigations

Monitor and evaluate the effectiveness of the fraud risk management
program

Purchase the Fraud Risk Management —>

Source link: https://www.acfe.com/fraud-resources/fraud-risk-tools---coso/fraud-risk-management-guide/
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COSO revised its Internal Control — Integrated Framework
in 2013 to incorporate 17 principles. These 17 principles are
associated with the five internal control components COSO
established in 1992. The principles provide clarity for the user
in designing and implementing systems of internal control
and for understanding requirements for effective internal
control. COSO clarifies that for a system of internal control to
be effective, each of the 17 principles is present, functioning,
and operating in an integrated manner. Throughout this Guide
the COS0 2013 IC Framework has been used as a source for
describing aspects of internal control.

This Guide is intended to be supportive of and consistent
with the COS0 2013 IC Framework and can serve as
guidance for organizations to follow in performing a fraud
risk assessment.

Free Executive Summary

The Executive Summary provides a high-level overview of
the guide and is intended for boards of directors and senior
management. It explains the benefits of establishing strong
anti-fraud policies and controls.

Download the Executive Summary —>
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4.1. The COSO Fraud Risk Management Guide — Fraud Risk Assessment overview

Source: coso-fraud-risk-management-guide-second-edition-executive-summary.pdf (acfe.com)
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4.2. COSO Fraud Risk Management Guide — 5 Principles of FRM

Control
Environment

Risk
Assessment
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. The organization demonstrates a commitment to integrity and ethical values.

COSO Framework Components and Principles

. The board of directors demonstrates independence from management and

Control
Environment

exercises oversight of the development and performance of internal control.

. Management establishes, with board oversight, structures, reporting lines,

and appropriate authorities and responsibilities in the pursuit of objectives.

. The organization demonstrates a commitment fo attract, develop, and retain

competent individuals in alignment with objectives.

. The organization holds individuals accountable for their internal control

responsibilities in the pursuit of objectives.

. The organization specifies objectives with sufficient clarity to enable the

identification and assessment of risks relating to objectives.

. The organization identifies risks to the achievement of its objectives

across the entity and analyzes risks as a basis for determining how the
risks should be managed.

. The organization considers the potential for fraud in assessing risks to the

achievement of objectives.

. The organization identifies and assesses changes that could significantly
impact the system of internal control.
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Fraud Risk Management Principles

. The organization establishes and communicates a

Fraud Risk Management Program that demonstrates
the expectations of the boaré of directors and senior
management and their commitment o high integrity
and ethical values regarding managing fraud risk.

2. The organization performs comprehensive fraud

risk assessments to identify specific fraud schemes
and risks, assess their likelihood and significance,
evaluate existing fraud control activities, and
implement actions to mitigate residual fraud risks.

EY
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4.2. COSO Fraud Risk Management Guide — 5 Principles of FRM (continued)

COSO Framework Components and Principles Fraud Risk Management Principles

10. The organization selects and develops control activities that contribute to the
mitigation of risks to the achievement of objectives to acceptable levels.

3. The organization selects, develops, and deploys
11.The orgianization selects and develops general control activities over preventive and detective fraud control activities to
technology to support the achievement of objectives. mitigate the risk of fraud events occurring or not

being detected in a timely manner.

O

Control
Actil;lntt%s

Control
Activities

12.The organization deploys control activities through policies that establish
what is expected and procedures that put policies into action.

13.The organization obtains or generates and uses relevant, quality information
to support the functioning of other components of internal control.
. The organization establishes a communication
14.The organization internally communicates information, including process to obtain information about potential fraud
objectives and responsibilities for internal control, necessary to support | > and deploys a coordinated approach to investigation
the functioning of internal control. and corrective action to address fraud appropnately
and in a timely manner.

Q

Information &
Communication

Information &
Communication

15. The organization communicates with external parties re?arding matters
affecting the functioning of other components of internal control.

16.The organization selects, develops, and performs ongoing and/or 5. The organization selects, develops, and performs
separate evaluations to ascertain whether the components of internal ongoing evaluations to ascertain whether each
control are present and functioning. of the five principles of fraud risk management is
E[esent and functioning and communicates Fraud
17.The organization evaluates and communicates interal control isk Management Program deficiencies in a timely
deficiencies in a timely manner to those parties responsible for taking manner to parties responsible for taking corrective
corrective action, including senior management and the board of action, including senior management and the board
directors, as appropriate. of directors.

ing
s

Monitorin
Activitie

Monitoring
Activities

Source: coso-fraud-risk-management-guide-second-edition-executive-summary.pdf (acfe.com)
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5. ACFE Fraud Risk Management Scorecards

GUIDE TOOLS RESOURCES

Fraud Risk Management Scorecards

The fraud risk management scorecards can be used to assess each of the five fraud risk management principles to aid in
determining how comprehensive an organization’s fraud risk management program is and how well it is achieving its objectives.
(For more information about each of the five fraud risk management principles, see the COSO Fraud Risk Management Guide).

Please select a fraud risk management principle in the drop-down menu and then click the button below to begin an assessment.
NOTE: Your scorecard input and results will not be saved once you leave this site, so you will need to download or print your results
at the end of each assessment. To begin a new session on a scorecard you have previously completed, please close and reopen

your browser.

Select a fraud risk management principle:

\ Principle 1: Fraud Risk Governance

Begin Assessment

Source: Fraud Risk Tools (acfe.com)

Page 36
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Fraud Risk Governance Scorecard

Download Report (PDF) Download Report (CSV)

Summary by Points of Focus

Point of Focus Sc

MAKING AN ORGANIZATIONAL COMMITMENT TO A FRAUD RISK MANAGEMENT PROGRAM o
SUPPORTING FRAUD RISK GOVERNANCE
ESTABLISHING A COMPREHENSIVE FRAUD RISK MANAGEMENT POLICY

ESTABLISHING FRAUD RISK GOVERNANCE ROLES AND RESPONSIBILITIES THROUGHOUT THE
ORGANIZATION

DOCUMENTING THE FRAUD RISK MANAGEMENT PROGRAM

COMMUNICATING FRAUD RISK MANAGEMENT AT ALL LEVELS OF THE ORGANIZATION

USING DATA ANALYTICS TO SUPPORT FRAUD RISK GOVERNANCE

Fraud Risk Governance Scorecard (Fraud Risk
Governance)

To assess the strength of the organization’s fraud governance, carefully assess each area below and score the area, factor, or
consideration as:

‘ Red: indicating that the area, factor, or consideration needs substantial strengthening and improvement to bring fraud risk
Yellow: indicating that the area, factor, or consideration needs some strengthening and improvement to bring fraud risk down
e Green: indicating that the area, factor, or consideration is strong and fraud risk has been reduced — at least — to a minimally

Each area, factor, or consideration scored either red or yellow should have a note associated with it that describes the action plan for
bringing it to green on the next scorecard.

MAKING AN ORGANIZATIONAL COMMITMENT TO A FRAUD RISK MANAGEMENT PROGRAM

Our organization has a strong correlation between our organizational culture and fraud . No evidence
risk management.

Our organization’s leadership demonstrates “tone at the top” by promoting ethical CEO Speech contained...
behavior and emphasizing a focus on deterring, preventing and detecting fraud.

Our organization’s leadership leads by example to ensure that all personnel, vendors, @ Strong ethical behavior
and contractors understand that the organization is serious about promoting ethical
behavior and is committed to deterring, preventing and detecting fraud.



https://legacy.acfe.com/coso-scorecard-home.aspx

EY | Assurance | Tax | Transactions | Advisory

About EY

EY is a global leader in assurance, tax, transaction and advisory
services. The insights and quality services we deliver help build trust
and confidence in the capital markets and in economies the world
over. We develop outstanding leaders who team to deliver on our
promises to all of our stakeholders. In so doing, we play a critical
role in building a better working world for our people, for our
clients and for our communities.

EY refers to the global organization, and may refer to one or more,
of the member firms of Ernst & Young Global Limited, each of which
is a separate legal entity. Ernst & Young Global Limited, a UK
company limited by guarantee, does not provide services to clients.
Information about how EY collects and uses personal data and a
description of the rights individuals have under data protection
legislation are available via ey.com/privacy. For more information
about our organization, please visit ey.com.

© 2024 EYGM Limited.
All Rights Reserved.

This material has been prepared for general informational purposes only and
is not intended to be relied upon as accounting, tax or other professional
advice. Please refer to your advisors for specific advice.

ey.com

Thank You
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Fraud Landscape 3: Cybersecurity, Financial Reporting and Audit presented by Lucien Pierce

Position: Director at PPM Attorneys

Advisory Role: Lucien advises both state and private clients
on information security matters, including compliance with
data protection regulations and appropriate responses to
data breaches.

Specialised Expertise:

- Information Technology Outsourcing and E-commerce

- Telecommunications and Broadcasting Regulatory Law

- Intellectual Property Issues
- Corporate Governance

Legal Knowledge: Lucien is well-versed in the legal aspects
of information security, particularly data protection and
privacy.
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- Why report cyber-risks in financials?

Cost of a Data Breach Report, 2024
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What are cyber-risks?
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- Why does it matter to auditors?

NAWEGETEIS )

Consideration of Laws and Regulations in an Audit of Financial
Statements

“Other laws and regulations that do not have a direct effect on
the determination of the amounts and disclosures in the
financial statements, but compliance with which may be
fundamental to the operating aspects of the business, to an
entity’s ability to continue its business, or to avoid material
penalties...non-compliance with such laws and regulations may
therefore have a material effect on the financial statements...”

42
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Cyber-related laws & regulations
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Case studies on cyber-related risks




Thank you!

« Any questions?
» Follow us on our social media pages to learn more about cybersecurity,

data privacy and technology law developments in South Africa
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Q&A Part 1




Tea / Comfort Break
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We will recommence at 14
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